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CROSS-REFERENCE TO RELATED APPLICATIONS 

Not applicable 

FIELD OF THE INVENTION 

[0001] This invention relates generally to portable communications devices, and more 
particularly to a method and system for detection and location of a portable 
communications device when missing. 

BACKGROUND OF THE INVENTION 

[0002] Current cellular technology fails to provide a fool-proof method or system 
enabling a user to detect if a user's phone has been dropped and to determine where the 
phone is located. The user can call their phone, but no one might hear it ring and no one 
might answer it even if they do hear it. Additionally, by the time a user realizes that their 
phone has been dropped or misplaced, the battery could potentially drain making any user 
call to the missing or misplaced phone essentially useless. If a user drops their phone, 
there is currently no way to detect this event. If the user later picks up the phone, this 
event cannot be detected either. Furthermore, current technology fails to account for 
battery thresholds and location in making a smart decision whether to enable a missing 
phone to report its location. 

[0003] U.S. Patent No. 5,796,338 issued August 1 8, 1998 to Aris Mardirossian , for 
example, discusses a two part system including a transmitter-receiver pair where the 
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transmitter is attached to the cell phone and the receiver is contained in a pager like 
device that is worn by the user. Thus, this approach requires that the user carry an extra 
electronic "gadget" which is highly undesirable. Also, Mardirossian's invention provides 
a delayed response because it waits until the received signals (at the device worn by the 
user) drop below a certain threshold or are not received for a predetermined period of 
time. Thus, if a user were to drop their cell phone, a few minutes could pass before they 
are notified of the event. 

[0004] U.S. Patent No. 5,578,991 issued November 26, 1996 to Erica Scholder 
discusses providing a triggered alarm immediately after a portable computer is removed 
from its designated spot. However, if the user leaves the portable computer behind, the 
alarm would not trigger and thus the user would not be certain of the location of their 
device until some time later. Neither reference provides a way for the loss/theft 
prevention system to determine the location of the misplaced device or a way for the user 
to actively query the misplaced device to obtain information regarding its whereabouts. 
Other references discuss tilt switches and man-down devices that are designed to provide 
an alert or a signal if a radio remains in a predetermined position such as a horizontal 
orientation. Again, such devices do not effectively provide loss or theft prevention and 
further fail to provide location information either automatically or upon an active query. 
Another system known as the OnStar system from GM provides a combination of GPS 
receiver and cell phone, coupled to the vehicle's electronics. The GPS receiver is 
constantly tracking the vehicle's position, as long as GPS coverage is provided. When 
the air bag deploys (an event triggered by an accelerometer mounted on the vehicle), the 
cell phone is automatically activated to place a call to the OnStar dispatch center, 
whereupon the vehicle's location is reported. The OnStar system cannot automatically 
determine if the user's car has been lost or stolen. Instead, the driver must report whether 
the car has been stolen or lost. Also, while the OnStar system does optionally provide a 
cell phone capability to the user, the cell phone is not portable and inherently coupled to 
the vehicle. Moreover, the accelerometer sensor in OnStar is used to trigger an 
immediate call to the dispatch center without a corresponding analysis of the acceleration 
profile for distinct characteristics determinative of an action such as a phone drop or loss. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0005] FIG. I is a block diagram of a portable communication device capable of 
detecting a loss condition in accordance with the present invention. 
[0006] FIG. 2 illustrates a chart of an acceleration profile in accordance with the 
present invention. 

[0007] FIG. 3 illustrates a flow chart of a method of locating a portable 
communication device in accordance with the present invention. 
[0008] FIG. 4 illustrates a flow chart of a method of remotely querying a portable 
communication device for location information in accordance with the present invention. 
[0009] FIG. 5 illustrates a flow chart of an optional method of enabling a portable 
communication to report its location in accordance with the present invention. 

DETAILED DESCRIPTION OF THE DRAWINGS 

[0010] A method and apparatus for detecting a dropped object or an object that has 
been dropped and subsequently picked up is useful in predicting if a user has misplaced 
the object. In the case where the object is a portable communications device such as a 
cellular phone, there are many embodiments herein that can instantly alert the user that 
the cellular phone was dropped. 

[0011] The various embodiments discussed below present methods and devices to 
detect an event representing a drop of a device and optionally the detection of a pick-up 
or retrieval of the same device. The methods can include a "device loss detect" algorithm 
that processes these and other events and determines if the device has been lost or moved 
to a location outside a "safe zone", and whether the device should report its status. In 
other aspects, the methods can include a plurality of techniques to alert the user of a lost 
device and a means to enable a user to query the device's location regardless of whether 
the device loss detect algorithm actually deduces that the device has been lost. 
[0012] Referring to FIG. 1, a exemplary device such as a portable communication 
device 10 is shown capable of detecting a drop or a pickup of the device. In particular, 
the device 10 can be a cellular phone or other communication device having a motion- 
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sensing device 20 such as an acceleration sensor or an accelerometer embedded in the 
device 10. The device 10 can also include a transceiver having a transmitter/encoder 14 
and receiver/decoder 1 2 and respective antennas 1 5 and 1 3 coupled to a processor 1 6 as is 
well known in the art. The device 10 can optionally include another transceiver for 
shorter range communications such as a 802.1 1 transceiver module 24. The device 10 
can also include a speaker 21, a display 22, and other various user input/output devices 
19. The device 10 can also include a power source such as a battery 25 preferably 
interfacing with a power management IC 27. The power management 1C 27 can output 
regulated voltages and can include an A/D converter to monitor the battery voltage. The 
motion-sensing device 20 can detect the impact resulting if the phone were dropped. The 
processor 16 can be a microprocessor or microcontroller (MCU) and can process the 
sensor signal from the motion sensing device 20 to determine if it matched a signature 
stored in memory 18 indicating that the phone had been dropped. The device can 
optionally include a logic module 17 for matching a signature or comparing a profile 
stored in memory 1 8. The memory 1 8 can optionally store other information such as a 
list of "safe zone" locations or coordinates and battery level thresholds (voltage and/or 
current) that can be useful in enabling certain phone functions as will be further explained 
below with respect to FIG. 5. The logic module 17 can be embedded in the processor 16 
or can reside elsewhere in the device 10. Once the condition is detected, the device 10 
can alert the user through audio and/or visual methods (flashing LEDs, lit up keypad, 
MIDI clip, text-to-speech alert, etc.) using at least one or more of the speaker 2 1 , display 
22, and other user input/output devices 19. If the phone were equipped with a location 
determination technology (GPS, EOTD, WLAN, etc.) such as location module 23, it can 
determine its location and report it (along with a timestamp) to the user through a phone 
call, an email, or a short messaging service (SMS) message that would be sent to pre- 
defined phone numbers or email addresses. Alternatively, if the user were to misplace the 
phone, the user could query the phone to request its location by calling the phone and 
entering a special code for example. Upon receiving the query request, the phone could 
potentially also automatically switch to a ring mode and raise the ring volume to a 
maximum level. In another scenario, a method in accordance with the invention can 
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simply detect a device that is sitting idle (no movement) for some period of time 
(programmable by the user) in order to subsequently alert the user. 
[0013] The portable communication device 10 can be a cellular phone, a two-way 
trunked radio, a combination cellular phone and personal digital assistant, a smart phone, 
a home cordless phone, or a satellite phone. It can also be any portable object, device or 
appliance having a transceiver such as an 802.1 1 transceiver. The basic idea of drop 
detection could be implemented in any wireless portable two-way communicator. 
Extending the idea to make use of the location determination technology would be 
applicable to any device equipped with such technology. 

[0014] In the case of a cellular phone, embodiments of the idea aids in loss 
prevention of the phone by using technology that is typically already built into the phone 
(with the exception of an acceleration sensor, which is usually not included in the phone). 
The cellular phone embodiment uses the phone's own transceiver and messaging 
capabilities (voice, SMS, email, etc.) to communicate with the owner, as opposed to 
using a separate transmitter and receiver (pager worn by the user) as presented in U.S. 
Pat. No. 5,796,338. Thus, there is no requirement for a user to carry a second electronic 
device such as a separate receiver or transceiver. The method also provides "immediate" 
notification if the phone is dropped, hence risk of loss is reduced because the user does 
not have to wait until they are some distance from the phone before they are notified of 
the loss. Again, embodiments of the invention can use location determination technology 
that may already be present in the phone to meet the FCC's E-911 mandate. This 
technology could include GPS, Enhanced-Observed Time Difference (EOTD), WLAN 
based indoor location, etc. and thus provide tracking of the phone through a wide range of 
environments. Therefore, the methods in accordance with the invention not only notifies 
the owner that the phone was lost, but can also estimate a phone's location. 
[0015] Referring to FIG. 2, a signal trace of an acceleration profile (over time) for a 
phone as it goes through the process of being dropped to the ground and subsequently 
being picked up a few seconds after is shown. The trace was obtained by attaching a 
small accelerometer evaluation board onto the backside of a Motorola iDEN phone model 
i88s. The signal trace shows three distinct stages. The first stage of the acceleration 
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profile contains large and rapid peak-to-peak signal swings corresponding to the 
acceleration transients that result when the phone impacts the ground. The second stage 
shows that the measured acceleration is constant (though not necessarily zero) when the 
phone is at rest. Note that although the phone is at rest, the accelerometer sensor still 
measures gravitational force along its axis. With a 3 axis accelerometer, the gravitational 
force vector can be measured relative to the orientation of these accelerometers. Thus, 
knowing the orientation of the accelerometers inside the phone, the MCU can predict or 
determine whether the phone ended face-up or face-down (or on its side, though this is 
unlikely.) This information could be useful to reduce current drain when alerting the user 
by opting to not light up a keypad and/or a display. Finally, the third stage shows the 
acceleration experienced by the phone as the user picks it up. The acceleration profile for 
this event is of a much smaller amplitude and slow changing. Clearly, the three events 
can be distinctly determined (measured) with the accelerometer, thus an algorithm can 
detect that the phone has been dropped and whether or not it was recovered. 
[0016] Referring to FIG. 3, a method of location finding a portable communication 
device can include the steps of monitoring an acceleration profile at the portable 
communication device, and entering a secure mode which limits access to the portable 
communication device upon determining the acceleration profile matches a 
predetermined profile The predetermined profile can be a profile representing, for 
example, a dropped portable communication device, a vehicle in motion , or a portable 
communication device actually falling (but not yet hitting the ground). The method can 
also include the step of transmitting location information from the portable 
communication device to one among a predetermined phone number, a predetermined 
voicemail, a predetermined email, and a remote requestor having entered a predetermined 
access code. The location information can be obtained from GPS information, time of 
arrival techniques, or last known location information for example. A time stamp can 
also be transmitted in conjunction with the location information. Alternatively the 
method can also include the step of alerting at the cellular phone using at least one among 
a visual alert, an audible alert, a mechanical alert, and a tactile alert upon determining the 
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acceleration profile matches the predetermined profile in the hope that the user will notice 
their misplaced phone. 

[0017] More specifically, a method 30 starts by monitoring at step 32 the 
accelerometer's output and keeping track of the cumulative time that the acceleration is 
below a given threshold at decision block 34. If the time limit (typical value could be 48 
hrs) expires at decision block 36 before any significant change in acceleration is detected, 
then the method 30 interprets this condition as an indication that the phone has not been 
moved and thus likely misplaced (or forgotten about) somewhere. At this point, the phone 
can enter a "security mode" or "lock mode" at step 38 that requires a security code for 
further access to the phone. The method 30 can further proceed to determine its position 
or location at step 40, record and time stamp the location information at step 42, and 
optionally transmit an alert message (preferably with the location and time stamp 
information) to the user via email, voicemail, etc. at step 44. Before the step of optionally 
transmitting the alert message, the method 30 can also have the communication device 
monitor its location for "safe zones" and also monitor its battery levels such as voltage 
levels, current levels or other battery parameters by going to "A" as further detailed with 
respect to FIG. 5. Since the phone or communication device waits for a rest period to 
expire, the communication device's battery could drain down making the communication 
device unable to transmit and report its position. Also, if the phone is left at rest, but in a 
"safe zone" such as the user's home or place of employment (or other user specified 
location designated as a "safe zone"), then certain transmissions or phone calls could be 
inhibited. 

[0018] More specifically, the sub-routine or method 200 of FIG. 5 can initially 
determine at the communication device whether the communication device is in one or 
more user defined "safe zones" at decision block 202. The determination that the user is 
in one of the "safe zones" can be determined using GPS coordinates, base transmitter IDs, 
EOTD, or other means known to those skilled in the art. The method 200 also monitors 
the battery at decision block 204. If the communication device is in a "safe zone" at 
decision block 202, then it is possible that a transmission to report its location is 
unnecessary and therefore the device should not call and merely return as shown. If the 
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device is not in a "safe zone" at decision block 202 and the battery level is below a 
predetermined threshold at decision block 204, then the communication device should 
notify the user and otherwise report its status at step 206 before the battery drains. If the 
device is not in a safe zone and the battery level is not below the predetermined threshold, 
then an inactivity period is monitored at decision block 208. If an inactivity period has 
expired at decision block 208, then the user is notified once again at step 206. While the 
inactivity period is not expired at decision block 208, the method returns to monitor the 
battery at decision block 204. The transmissions could be sent to various different 
destinations with a predetermined priority. Preferably, the destinations can include a 
predetermined user's phone number, voicemail, email account, or even a friend's phone 
number, voicemail or email account. 

[0019] Referring again to FIG. 3, if the method 30 detects motion beyond a 
predetermined threshold at decision block 34, then accelerometer data is processed at step 
46 to determine if the data matches a drop profile or signature. If the acceleration profile 
is not indicative of a phone being dropped at decision block 48, then the method 30 
returns to monitoring the accelerometer output at step 32. If the acceleration profile is 
indicative of the phone being dropped at decision block 48, then the acceleration signal 
can be monitored for a few more seconds to see if the phone was picked up at step 50. If 
the phone was picked up at decision block 52, the algorithm goes back to monitoring the 
accelerometer at step 32. If the phone was not picked up within the specified time limit 
(typical value could be 1 0 seconds) at decision block 52, then the phone can immediately 
alert the user at step 56 and optionally enter a security mode at step 54, and eventually 
transmit an alert message (with location information) to the user, again via email, 
voicemail, etc. at step 74. In conjunction with the alerting step 56, the phone can be 
switched to a ring alert where optionally the volume can be set to maximum and a special 
alert ring tone can be used at step 58. The phone can optionally alert continuously and 
prompt the user to enter a security code at step 60. If a security code is entered at 
decision block 62, the alert(s) can be disabled and the phone can revert back to settings 
used before the phone was dropped at step 64. If no security code is entered within a 
predetermined time at decision block 66, then the phone will continue to alert at step 60 
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until the predetermined time is expired at decision block 66. Upon the predetermined 
time, the alert(s) can be disabled at step 68, whereupon the phone can determine its 
location at step 70, preferably store its position and a corresponding time stamp at step 72 
and transmit such information at step 74 (similar to steps 40, 42 and 44 respectively). 
Once again, before the transmission step 74, the method 30 can optionally have the 
communication device monitor its location for "safe zones" and also monitor its battery 
levels by going to "A" as previously explained above with respect to FIG. 5. 
[0020] Referring to FIG. 4, a method 1 00 can be executed when the user realizes they 
misplaced the phone and then queries the phone remotely at step 1 02. The remote query 
can be in a form of an SMS message, an IP message or a phone call by the user to phone. 
For the purposes of protecting the user's privacy, the algorithm or method can require 
that a location access code be entered at decision block 104. If no location access code is 
entered, the phone rejects any location query request at step 105. This additional code 
will prevent a third party from exploiting this remote phone query feature to find out the 
whereabouts of the user unbeknownst to them. Upon receiving the correct location 
access code at decision block 104, the algorithm goes through a sequence of steps of 
optionally securing the phone at step 106, determining its location at step 108, preferably 
storing its position and a corresponding time stamp at step 1 10 and transmitting such 
information at step 1 1 2 in a reply back to the requester. Similar to method 30, before the 
transmission step 1 12, the method 100 can optionally have the communication device 
monitor its location for "safe zones" and also monitor its battery levels by going to "A" as 
previously explained above with respect to FIG. 5. 

[0021] In light of the foregoing description of the invention, it should be recognized 
that the present invention can be realized in hardware, software, or a combination of 
hardware and software. A method and system for an location finding a portable 
communication device according to the present invention can be realized in a centralized 
fashion in one computer system or processor, or in a distributed fashion where different 
elements are spread across several interconnected computer systems or processors (such 
as a microprocessor and a DSP). Any kind of computer system, or other apparatus 
adapted for carrying out the methods described herein, is suited. A typical combination 
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of hardware and software could be a general purpose computer system with a computer 
program that, when being loaded and executed, controls the computer system such that it 
carries out the methods described herein. 

[0022] The present invention can also be embedded in a computer program product, 
which comprises all the features enabling the implementation of the methods described 
herein, and which, when loaded in a computer system, is able to carry out these methods. 
A computer program or application in the present context means any expression, in any 
language, code or notation, of a set of instructions intended to cause a system having an 
information processing capability to perform a particular function either directly or after 
either or both of the following a) conversion to another language, code or notation; b) 
reproduction in a different material form. 

[0023] Additionally, the description above is intended by way of example only and is 
not intended to limit the present invention in any way, except as set forth in the following 
claims. 
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